
“Iqtisodiyot va innovatsion texnologiyalar” (Economics and Innovative Technologies) ilmiy elektron jurnali 

 http://iqtisodiyot.tsue.uz/journal 
 

93 

 

 

 

 

APPLICATIONS OF DATA MINING AND ARTIFICIAL INTELLIGENCE IN 

BANKING RISK MANAGEMENT AND ANTI-MONEY LAUNDERING (AML): A 

GLOBAL REVIEW AND FUTURE DIRECTIONS 

  
Farrukh H. Boltaev 

Independent Researcher, Tashkent, Uzbekistan 
Email: farrukhhusnidinogli@gmail.com  
 
Nazarbek G. Rakhmatullaev 

Independent Researcher, Doha, Qatar 
Email: nazarbek.rg@gmail.com  
DOI: https://doi.org/10.55439/EIT/vol13_iss3/709  
 
Abstract  
The increasing digitalization and globalization of financial systems have significantly heightened 
risks related to money laundering, fraud, and financial crimes. Traditional rule-based Anti-
Money Laundering (AML) mechanisms often struggle to detect complex and adaptive criminal 
schemes, producing high false-positive rates and operational inefficiencies. This study provides 
a comprehensive global review of data mining and artificial intelligence (AI) applications in 
banking risk management and AML systems. It examines machine learning, deep learning, and 
hybrid models that enhance transaction monitoring, anomaly detection, and customer risk 
profiling. The research also explores advanced data mining techniques—such as clustering, 
association rule mining, and graph analytics—that reveal hidden patterns and networked 
financial behaviors. Furthermore, the paper highlights key challenges including data privacy, 
class imbalance, model explainability, and integration into legacy infrastructures. Emerging 
solutions such as federated learning, explainable AI (XAI), and blockchain-based compliance 
frameworks are discussed as pathways toward transparent, collaborative, and scalable AML 
ecosystems. The findings emphasize that AI-driven risk management can significantly improve 
detection accuracy, operational efficiency, and regulatory compliance, fostering more resilient 
and trustworthy financial systems in the global digital economy. 
Keywords: artificial intelligence, data mining, machine learning, deep learning, anti-money 
laundering (aml), financial crime detection, banking risk management, graph neural networks, 
federated learning, explainable ai, regtech, blockchain, financial compliance, transaction 
monitoring, anomaly detection, privacy-preserving analytics, fraud prevention, global financial 
systems. 
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1. Introduction 
Banking risk management refers to the systematic process by which financial institutions 

identify, assess, and mitigate potential risks that could threaten their stability, profitability, or 
regulatory compliance. These risks include credit, market, operational, liquidity, and 
compliance risks, all of which must be effectively monitored to ensure the resilience of the 
banking sector [1]. In parallel, Anti-Money Laundering (AML) encompasses a set of laws, 
regulations, and technologies designed to prevent criminals from disguising illegally obtained 
funds as legitimate income. AML frameworks are essential for maintaining the integrity of 
global financial systems and ensuring compliance with international standards established by 
the Financial Action Task Force (FATF) and the Basel Committee on Banking Supervision [2, 3]. 
Together, banking risk management and AML form the cornerstone of financial governance and 
stability in the modern, interconnected global economy. 

Money laundering remains one of the most pervasive financial crimes globally, 
undermining economic stability, distorting markets, and facilitating corruption and organized 
crime. According to the United Nations Office on Drugs and Crime (UNODC), it is estimated that 
between 2% and 5% of global GDP—equivalent to US $800 billion to US $2 trillion annually—is 
laundered through international financial systems [4]. Such illicit flows weaken financial 
institutions by increasing reputational risk and regulatory penalties while diverting resources 
away from productive economic sectors [5]. The economic impact is especially severe in 
developing countries, where weak compliance infrastructures and limited technological 
capabilities hinder effective AML enforcement. Beyond direct monetary losses, money 
laundering erodes investor confidence, fosters inequality, and undermines trust in global 
financial governance frameworks [4–5]. 

Traditional Anti-Money Laundering (AML) and risk assessment systems have long relied 
on rule-based mechanisms and threshold-driven alerts, which apply predefined parameters—
such as transaction limits or frequency—to identify suspicious activity. While these systems are 
easy to implement and ensure regulatory compliance, they are increasingly ineffective in 
detecting the complex, adaptive, and cross-border nature of modern financial crimes [6]. Rule-
based models tend to generate a high number of false positives, overwhelming compliance 
teams and increasing operational costs [7]. Moreover, these systems lack the flexibility to adapt 
to new laundering techniques, often failing to recognize novel or subtle patterns in 
transactional behavior. Manual investigation processes further delay detection and limit 
scalability, particularly as transaction volumes grow exponentially in digital banking 
environments. Consequently, there is a strong need for data-driven and AI-enhanced AML 
solutions that can learn from dynamic data, reduce false alerts, and uncover hidden patterns 
beyond human-defined rules [6–7]. 

Recent advancements in artificial intelligence (AI), machine learning (ML), and data 
mining have transformed the way financial institutions detect and manage risks, marking a 
major shift from static rule-based systems to adaptive, data-driven solutions. These 
technologies enable banks to analyze vast and complex datasets in real time, uncover hidden 
transaction patterns, and predict potentially fraudulent or high-risk behaviors with far greater 
accuracy than manual methods [8]. Machine learning algorithms, such as decision trees, neural 

http://iqtisodiyot.tsue.uz/journal


“Iqtisodiyot va innovatsion texnologiyalar” (Economics and Innovative Technologies) ilmiy elektron jurnali 

 http://iqtisodiyot.tsue.uz/journal 
 

95 

networks, and anomaly detection models, continuously improve through exposure to new data, 
allowing for more proactive risk management and faster response to emerging threats [9]. 
Similarly, data mining techniques—such as clustering, association rule mining, and link 
analysis—are widely used to identify suspicious relationships between customers, accounts, 
and transactions that may indicate money laundering or insider collusion [10]. As a result, AI-
driven risk management systems not only enhance detection efficiency but also support 
regulatory compliance and strategic decision-making in modern banking operations [8–10]. 

The primary objective of this review is to provide a comprehensive examination of how 
data mining and artificial intelligence (AI) techniques are being applied in banking risk 
management and anti-money laundering (AML) activities across global financial systems. The 
paper aims to synthesize recent research developments, identify the strengths and limitations 
of existing AI- and data-driven approaches, and highlight current challenges related to data 
quality, privacy, and model explainability [11]. In addition, this review seeks to outline emerging 
trends such as federated learning, graph-based analytics, and explainable AI (XAI), which are 
reshaping the landscape of financial compliance and fraud prevention [12]. The remainder of 
the paper is structured as follows: Section 2 reviews global AML frameworks and banking risk 
management processes; Section 3 discusses major AI and data mining methods applied in this 
domain; Section 4 outlines datasets and evaluation practices; Section 5 highlights key 
implementation challenges; Section 6 explores emerging technologies and future directions; 
and Section 7 concludes with a summary of findings and recommendations for further research 
[11–12]. 

2. Banking Risk Management and AML Frameworks 
2.1. Banking Risks and Regulatory Context 
Banks operate in an increasingly complex financial environment, exposed to a wide range 

of risks that can affect their stability, profitability, and compliance obligations. The principal 
categories include credit risk, arising from borrowers’ failure to meet obligations; market risk, 
associated with fluctuations in interest rates, exchange rates, and asset prices; operational risk, 
stemming from internal process failures or cyber incidents; and liquidity and compliance risks, 
related to insufficient cash flow or regulatory breaches [13]. Effective risk management 
frameworks are therefore essential to safeguard institutional integrity and maintain confidence 
in the global financial system. International regulatory bodies such as the Basel Committee on 
Banking Supervision (BCBS) and the Financial Stability Board (FSB) have established guidelines, 
including the Basel III Accord, which emphasizes capital adequacy, stress testing, and robust 
risk governance structures [14]. Additionally, global standards for anti-money laundering (AML) 
and counter-terrorist financing (CTF) are set by the Financial Action Task Force (FATF), providing 
a unified framework for national regulators and financial institutions to detect and mitigate 
illicit financial activities [15]. These coordinated regulations form the foundation of global 
banking supervision, ensuring that emerging technologies like AI are deployed within ethical 
and compliant boundaries. 

Table 1 summarizes the primary categories of banking risks and their corresponding 
international regulatory frameworks. The table shows that while credit, market, and liquidity 
risks are mainly addressed through Basel III capital and liquidity standards, operational and 
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compliance risks—especially those linked to money laundering—are managed under the 
guidance of FATF and other global regulatory bodies. These frameworks collectively promote 
transparency, resilience, and accountability in banking systems, ensuring that institutions adopt 
proactive risk management practices in alignment with global financial stability objectives [13–
15]. 

 
Table 1. Main categories of banking risks and relevant regulatory frameworks. 

Type of Risk Description Regulatory / Supervisory 
Framework 

References 

Credit Risk Risk of borrower default leading 
to financial loss for the 
institution. 

Basel III capital adequacy 
standards and internal credit risk 
models. 

[13], [14] 

Market Risk Losses due to adverse 
movements in interest rates, 
foreign exchange rates, or asset 
prices. 

Basel III market risk capital rules 
and stress-testing requirements. 

[14] 

Operational 
Risk 

Losses from internal process 
failures, system breakdowns, 
human error, or cyberattacks. 

Basel Committee’s operational 
risk guidelines and FSB cyber 
resilience principles. 

[13], [14] 

Liquidity Risk Inability to meet short-term 
obligations due to lack of liquid 
assets. 

Liquidity Coverage Ratio (LCR) 
and Net Stable Funding Ratio 
(NSFR) under Basel III. 

[14] 

Compliance 
and AML Risk 

Exposure to regulatory sanctions 
or reputational damage due to 
non-compliance with AML/CTF 
laws. 

FATF Recommendations and 
national AML/CTF regulatory 
frameworks. 

[15] 

 
2.2. Stages of the AML Process 
The Anti-Money Laundering (AML) process is a structured framework designed to detect, 

prevent, and report suspicious financial activities. It typically involves three major stages: 
placement, layering, and integration, which represent the progressive transformation of illicit 
funds into seemingly legitimate assets [16]. At the institutional level, the AML framework 
operates through a set of operational processes, including Customer Due Diligence (CDD) and 
Know Your Customer (KYC) verification, which are essential for identifying and assessing client 
risk profiles before and during business relationships [17]. The next stage, transaction 
monitoring, uses automated systems to flag unusual patterns based on thresholds, behavioral 
models, or AI-driven anomaly detection. When potentially suspicious activities are identified, 
banks are required to submit Suspicious Activity Reports (SARs) to relevant regulatory 
authorities for further investigation [18]. Increasingly, Regulatory Technology (RegTech) 
solutions are being integrated into AML operations to automate compliance reporting, reduce 
false positives, and enhance detection accuracy [19]. Together, these stages ensure that 
financial institutions maintain vigilance and regulatory compliance in combating money 
laundering and associated financial crimes. 
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Table 2. Main stages of the AML process and their operational focus. 

Stage Objective Key Activities Technologies / 
Tools Used 

References 

1. Placement Introduce illicit funds 
into the financial 
system through 
deposits, currency 
exchanges, or 
investments. 

Cash deposits, 
purchase of monetary 
instruments, wire 
transfers, use of 
intermediaries. 

Transaction 
monitoring 
systems; 
threshold-based 
alerts. 

[16] 

2. Layering Conceal the origin of 
funds by creating 
complex transaction 
chains across 
multiple accounts or 
jurisdictions. 

Wire transfers, asset 
conversion, 
international 
remittances, use of 
shell companies. 

Data mining, 
network analysis, 
AI-based anomaly 
detection. 

[16], [18] 

3. Integration Reintroduce 
laundered money 
into the legitimate 
economy to appear 
as legal income. 

Investment in assets, 
real estate, business 
ventures. 

Risk scoring 
systems, 
behavioral 
analytics. 

[16] 

4. Customer Due 
Diligence (CDD) 
/ Know Your 
Customer (KYC) 

Identify and verify 
customer identities 
and assess risk levels. 

ID verification, 
beneficial ownership 
checks, risk profiling. 

Identity 
verification APIs, 
biometric systems, 
AI-based 
document 
validation. 

[17], [19] 

5. Transaction 
Monitoring and 
Reporting 

Detect unusual 
patterns and report 
suspicious activities 
to regulators. 

Continuous 
monitoring, alert 
generation, filing 
Suspicious Activity 
Reports (SARs). 

Machine learning 
models, RegTech 
compliance 
automation. 

[18], [19] 

 
Table 2 outlines the main operational stages of the anti-money laundering (AML) process, 

from the initial placement of illicit funds to final integration into legitimate channels. The table 
highlights that effective AML frameworks combine traditional compliance practices—such as 
customer due diligence and regulatory reporting—with advanced technologies like data 
mining, network analytics, and AI-driven anomaly detection. The adoption of RegTech and 
automated reporting systems has significantly improved efficiency and reduced false positives, 
enabling financial institutions to strengthen their defense against evolving financial crimes [16–
19]. 
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3. Data Mining and AI Techniques in AML and Risk Management 
3.1. Machine Learning Approaches 
Machine learning (ML) has become one of the most widely adopted techniques in anti-

money laundering (AML) and banking risk management due to its ability to detect complex 
patterns in large and dynamic financial datasets. Classification algorithms, such as Decision 
Trees, Random Forests, and Support Vector Machines (SVM), are frequently used to classify 
transactions or customer profiles as either suspicious or legitimate based on historical data [20]. 
These models are particularly effective in supervised learning environments where labeled 
datasets are available, allowing them to learn from past patterns of fraudulent behavior. In 
parallel, anomaly and outlier detection methods play a critical role in identifying previously 
unseen or unusual transactions that deviate from normal behavioral patterns, often signaling 
potential money laundering activities [21]. Techniques such as clustering-based anomaly 
detection, Isolation Forest, and One-Class SVM are widely employed to enhance the sensitivity 
of AML systems to hidden risks. By integrating these models into transaction monitoring 
pipelines, financial institutions can significantly reduce false positives and improve detection 
precision, enabling more proactive and data-driven compliance operations [20–21]. 

 
Table 3. Machine learning techniques applied in AML and banking risk management. 

Algorithm 
Type 

Representative 
Algorithms 

Primary 
Application 

Key Advantages References 

Classification 
Models 

Decision Tree, 
Random Forest, 
Support Vector 
Machine (SVM) 

Classify 
transactions or 
customers as 
legitimate or 
suspicious based on 
historical data. 

High interpretability 
and accuracy in labeled 
datasets; easy 
integration with 
compliance systems. 

[20] 

Anomaly 
Detection 
Models 

Isolation Forest, 
One-Class SVM, 
Clustering-based 
outlier detection 

Identify unusual or 
rare transaction 
patterns that 
deviate from 
normal behavior. 

Detects new or 
unknown money 
laundering schemes; 
suitable for unlabeled 
data. 

[21] 

 
Table 3 summarizes the main machine learning methods used in AML and banking risk 

management. Classification algorithms such as Decision Trees and SVMs perform well on 
labeled data for known fraud patterns, while anomaly detection models excel at identifying 
emerging or unseen risks. Together, these approaches enhance the adaptability and accuracy 
of modern AML systems [20–21]. 

3.2. Deep Learning and Neural Networks 
Deep learning (DL) has emerged as a powerful tool in anti-money laundering (AML) and 

banking risk management, enabling the detection of complex, nonlinear, and time-dependent 
fraud patterns that traditional models often overlook. Recurrent Neural Networks (RNNs) and 
their advanced variants such as Long Short-Term Memory (LSTM) networks are particularly 
effective for sequential transaction monitoring, as they can learn temporal dependencies and 
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detect unusual transaction sequences indicative of layering or structuring activities [22]. These 
models are widely used to analyze customer transaction histories, account behaviors, and 
periodic financial flows in real time. More recently, Graph Neural Networks (GNNs) have been 
applied to AML, modeling relationships among entities such as accounts, customers, and 
intermediaries as interconnected graphs [23]. GNNs capture relational and structural patterns 
in transaction networks, enabling the identification of hidden money-laundering rings and 
collusive groups that operate across multiple institutions. By combining temporal and relational 
modeling, deep learning frameworks provide a more holistic and adaptive approach to financial 
crime detection [22–23]. 

 
Table 4. Deep learning approaches for AML and banking risk management. 

Model Type Primary 
Application 

Key Advantages Main Limitations References 

Recurrent 
Neural 
Network 
(RNN) 

Sequential 
transaction analysis 
to detect unusual 
temporal patterns 
and repeated 
suspicious 
behaviors. 

Captures time-
dependent 
relationships; 
suitable for 
continuous 
monitoring. 

Prone to vanishing 
gradient problems; 
limited long-term 
memory. 

[22] 

Long Short-
Term 
Memory 
(LSTM) 

Enhanced 
sequential 
modeling for 
detecting complex 
layering and 
structuring 
activities. 

Handles long-term 
dependencies; 
effective for high-
frequency 
transactional data. 

Computationally 
demanding; requires 
large datasets. 

[22] 

Graph 
Neural 
Network 
(GNN) 

Models 
relationships 
between accounts, 
entities, and 
transactions in a 
network structure. 

Detects hidden 
transaction 
networks, collusive 
groups, and cross-
entity links. 

High computational 
cost; requires graph 
construction and 
maintenance. 

[23] 

 
Table 4 summarizes major deep learning models applied in AML and banking risk 

management. RNN and LSTM architectures are particularly useful for analyzing sequential 
transaction data, helping detect time-based money laundering behaviors such as structuring or 
layering. Graph Neural Networks (GNNs) extend these capabilities by modeling the relational 
structure of financial transactions, uncovering hidden links between entities and identifying 
coordinated fraud networks. Collectively, these deep learning techniques provide a dynamic 
and scalable foundation for next-generation AML systems [22–23]. 
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3.3. Data Mining and Pattern Recognition Techniques 
Data mining plays a vital role in anti-money laundering (AML) and banking risk 

management, as it enables the discovery of hidden patterns and relationships within large, 
complex financial datasets. Commonly used techniques include clustering, association rule 
mining, and link analysis, each serving a distinct purpose in identifying suspicious activities [24]. 
Clustering methods, such as k-means and hierarchical clustering, group customers or 
transactions with similar behavioral profiles, helping detect anomalies that deviate from normal 
clusters. Association rule mining is widely used to uncover frequent transaction patterns that 
may indicate repetitive laundering schemes or collusive behavior among entities [25]. Link 
analysis and network visualization tools further support investigators in tracing the flow of 
funds across multiple accounts, revealing potential money-laundering chains or criminal 
networks. These data mining methods complement AI and machine learning approaches by 
providing interpretable insights into how illicit activities are structured and propagated within 
financial systems [24–25]. 

 
Table 5. Data mining and pattern recognition techniques in AML and risk management. 

Technique Primary 
Application 

Key Advantages Main Limitations References 

Clustering 
(e.g., K-
means, 
Hierarchical) 

Groups similar 
customers or 
transactions to 
identify 
behavioral 
anomalies. 

Detects unknown 
or emerging risk 
groups; 
unsupervised 
learning suitable 
for unlabeled data. 

Sensitive to 
parameter settings; 
may struggle with 
high-dimensional 
data. 

[24] 

Association 
Rule Mining 

Identifies 
frequent 
transaction 
patterns or co-
occurring 
activities that may 
indicate fraud. 

Provides 
interpretable 
patterns; helps 
recognize 
repetitive 
laundering 
schemes. 

Generates many 
irrelevant rules; 
requires expert 
validation. 

[25] 

Link Analysis / 
Network 
Mining 

Traces 
relationships and 
fund flows 
between entities 
or accounts. 

Reveals hidden 
connections in 
complex money-
laundering 
networks. 

Computationally 
intensive for large-
scale networks. 

[24], [25] 

 
Table 5 summarizes the main data mining and pattern recognition techniques employed 

in AML and banking risk management. Clustering algorithms help detect anomalous customer 
groups, association rule mining reveals repeated transactional behaviors, and link analysis 
exposes relational structures between entities. Together, these approaches enhance the 
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interpretability of AI-based systems and provide investigators with visual and statistical insights 
into suspicious financial networks [24–25]. 

 
3.4. Hybrid and Ensemble Systems 
Hybrid and ensemble systems have recently gained traction in anti-money laundering 

(AML) and banking risk management because they combine the strengths of multiple 
algorithms to achieve higher accuracy and robustness in fraud detection. Hybrid models often 
integrate machine learning (ML) and deep learning (DL) methods—such as combining neural 
networks for feature extraction with decision trees or XGBoost for classification—to improve 
detection performance on complex financial data [26]. These systems can simultaneously 
leverage both rule-based expertise and data-driven learning, ensuring regulatory 
interpretability while maintaining adaptability to emerging laundering schemes. Ensemble 
learning techniques, including bagging, boosting, and stacking, enhance stability and 
generalization by aggregating outputs from multiple base learners [27]. For example, boosted 
tree ensembles such as XGBoost or LightGBM are frequently applied in AML transaction 
monitoring to minimize false positives while maintaining high detection sensitivity. Hybrid and 
ensemble frameworks thus represent a significant advancement over single-model approaches, 
providing a balanced and scalable solution for modern financial compliance operations [26–27]. 

 
Table 6. Hybrid and ensemble systems in AML and risk management. 

Model Type Integration 
Strategy 

Key Advantages Main Limitations References 

Hybrid ML–
DL Models 

Combine deep 
learning (e.g., CNN, 
LSTM) for feature 
extraction with ML 
classifiers (e.g., 
Random Forest, 
XGBoost). 

Higher accuracy 
and adaptability; 
can learn complex 
nonlinear 
relationships. 

Increased model 
complexity; high 
computational cost. 

[26] 

Rule-Based 
+ AI Hybrid 
Systems 

Integrate human-
defined rules with 
data-driven 
algorithms. 

Improves 
interpretability and 
compliance; 
reduces regulatory 
risk. 

Requires periodic 
manual rule updates; 
limited flexibility for 
unseen patterns. 

[26], [27] 

Ensemble 
Learning 
(Bagging, 
Boosting, 
Stacking) 

Aggregate multiple 
base learners to 
improve model 
robustness. 

Reduces variance 
and bias; enhances 
stability and 
detection 
reliability. 

Computationally 
expensive; may 
reduce model 
transparency. 

[27] 

 
Table 6 summarizes the main categories of hybrid and ensemble systems applied in AML 

and banking risk management. Hybrid models merge deep and machine learning techniques to 
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capture both complex data features and interpretable decision boundaries, while rule-based 
hybrids maintain compliance transparency. Ensemble learning frameworks such as bagging and 
boosting provide improved detection performance and generalization, making them ideal for 
large-scale, real-time AML applications [26–27]. 

 
4. Datasets, Features, and Evaluation Metrics 
Developing and benchmarking AI- and data-driven AML systems depends heavily on the 

availability and quality of datasets, the selection of relevant features, and the use of suitable 
evaluation metrics. Due to the sensitive nature of financial data, real-world AML datasets are 
often restricted by confidentiality and privacy regulations, which has led to the widespread use 
of synthetic and simulated datasets for model development [28]. Notable examples include the 
Elliptic Bitcoin Transaction Dataset, which maps blockchain transactions labeled as licit or illicit, 
and the Kaggle IEEE-CIS Fraud Detection Dataset, which provides large-scale transactional data 
for testing anomaly detection methods [29]. Some financial institutions also employ 
institutional datasets under strict non-disclosure agreements to train proprietary AML models. 

Typical features used in AML analytics include transaction amount, frequency, sender–
receiver relationships, geolocation, timestamp, payment channel, and device identification, 
which collectively characterize customer behavior and financial flow dynamics [30]. These 
features are essential for identifying unusual activity patterns, such as rapid fund transfers 
across accounts or repeated transactions below reporting thresholds. 

Model performance in AML detection is commonly evaluated using Precision, Recall, F1-
score, Receiver Operating Characteristic – Area Under Curve (ROC-AUC), and Detection Rate 
metrics [31]. Since money laundering cases are rare compared to normal transactions, high 
accuracy alone is misleading—thus, Precision and Recall provide more meaningful insights into 
a model’s ability to identify illicit activities. 

A persistent challenge in AML data analysis is class imbalance, where the number of 
legitimate transactions vastly exceeds fraudulent ones. Additionally, data privacy restrictions 
and the limited availability of labeled data hinder collaborative research and reproducibility 
[32]. Addressing these challenges requires the adoption of privacy-preserving data sharing, 
synthetic data generation, and federated learning techniques that enable multi-institutional 
model training without exposing sensitive customer information [28–32]. 

Table 7 summarizes the main datasets, feature types, and evaluation metrics employed 
in AI-based AML and banking risk management research. Public and synthetic datasets such as 
the Elliptic and IEEE-CIS collections enable benchmarking of algorithms, while behavioral and 
transactional features support anomaly and risk analysis. Precision, Recall, and ROC-AUC are 
preferred evaluation metrics for imbalanced AML datasets. Persistent issues such as data 
scarcity and privacy constraints underscore the need for privacy-preserving frameworks like 
federated learning and synthetic data generation [28–32]. 

 
Table 7. Overview of datasets, features, and evaluation metrics used in AML and risk 

management. 
Category Examples / Description Key Purpose or Features References 
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AML 
Datasets 

Elliptic Bitcoin Transaction Dataset, 
IEEE-CIS Fraud Detection, and 
institutional/simulated datasets. 

Provide labeled or synthetic 
financial transaction data for 
developing and testing AML 
models. 

[28], [29] 

Input 
Features 

Transaction amount, frequency, 
counterparties, timestamp, 
geolocation, device ID, payment 
method. 

Capture behavioral and 
contextual aspects of financial 
activities for anomaly 
detection. 

[30] 

Evaluation 
Metrics 

Precision, Recall, F1-score, ROC-AUC, 
Detection Rate. 

Measure model performance 
beyond accuracy, focusing on 
detection quality under class 
imbalance. 

[31] 

Data 
Challenges 

Class imbalance, privacy restrictions, 
lack of labeled real-world data. 

Limit model generalization and 
reproducibility; require 
federated learning or synthetic 
data solutions. 

[32] 

 
5. Challenges in AI-Based AML Systems 
Despite significant advancements in artificial intelligence (AI) applications for anti-money 

laundering (AML), several major challenges continue to limit large-scale implementation across 
the financial sector. The foremost concern is data privacy and restricted data sharing between 
financial institutions, as banking data are highly confidential and subject to strict regulatory 
frameworks such as the General Data Protection Regulation (GDPR). This fragmentation of data 
prevents the creation of comprehensive, collaborative models capable of identifying cross-
institutional money-laundering schemes [33]. Another key issue is the lack of explainability and 
interpretability in complex AI models. Deep learning systems, while powerful, often function as 
“black boxes,” making it difficult for compliance officers and regulators to understand or justify 
their predictions [34]. 

AI-driven AML systems also suffer from high false-positive rates, where legitimate 
transactions are incorrectly flagged as suspicious, leading to “alert fatigue” among compliance 
teams and increased operational costs [35]. Furthermore, models trained on specific datasets 
often struggle with generalization when applied to other banks or regions due to differences in 
data formats, transaction patterns, and regulatory environments [36]. Finally, many institutions 
face difficulties integrating AI solutions into legacy banking infrastructures, where outdated IT 
systems and real-time processing limitations hinder scalability and performance. Addressing 
these challenges requires the adoption of explainable and privacy-preserving AI models, 
standardized data-sharing protocols, and modernized infrastructure to enable efficient and 
trustworthy AML operations [33–36]. 

 
Table 8. Key challenges in AI-based AML systems and possible mitigation strategies 

Challenge Description Possible Mitigation Strategies References 

Data Privacy and 
Limited Sharing 

Strict data protection laws 
(e.g., GDPR) and institutional 

Use federated learning and 
privacy-preserving AI to 

[33] 
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silos restrict access to 
transaction data across banks. 

enable collaborative model 
training without data 
exchange. 

Lack of 
Explainability 
(Black-Box Issue) 

Deep learning models provide 
limited transparency, 
complicating regulatory audits 
and user trust. 

Implement Explainable AI 
(XAI) methods (e.g., LIME, 
SHAP) and hybrid models 
combining interpretable ML 
algorithms. 

[34] 

High False-Positive 
Rates 

Excessive alerts from 
automated systems 
overwhelm compliance teams 
and raise operational costs. 

Apply adaptive thresholding, 
ensemble methods, and 
feedback-based model 
retraining to reduce false 
positives. 

[35] 

Poor Model 
Generalization 

Models trained on one dataset 
often perform poorly in other 
institutions or regions. 

Employ transfer learning, 
domain adaptation, and 
regular revalidation with local 
datasets. 

[36] 

Integration and 
Real-Time 
Processing 
Constraints 

Legacy banking 
infrastructures lack the 
scalability to deploy AI models 
efficiently. 

Adopt cloud computing, big 
data platforms, and API-based 
system integration for real-
time analytics. 

[33–36] 

 
Table 8 summarizes the main technical and operational challenges in implementing AI-

based AML systems and outlines potential mitigation strategies. Data privacy and limited data 
sharing remain the most critical barriers, followed by interpretability and false-positive issues 
that impact efficiency and trust. Emerging solutions such as federated learning, explainable AI, 
and scalable cloud architectures offer practical pathways toward overcoming these limitations 
and achieving more effective and compliant AML frameworks [33–36]. 

 
6. Emerging Trends and Global Future Directions 
The next generation of AI-based Anti-Money Laundering (AML) systems is being shaped 

by emerging technologies that emphasize collaboration, transparency, and scalability. One of 
the most promising developments is the use of Federated Learning (FL) and Privacy-Preserving 
AI, which allow multiple financial institutions to train shared models without exchanging 
sensitive data [37]. This approach supports interbank collaboration while maintaining 
compliance with data protection regulations such as GDPR. Another significant advancement is 
the application of Graph Analytics and Graph Neural Networks (GNNs) for analyzing complex 
transaction relationships. These tools can detect hidden money-laundering rings, cross-entity 
links, and suspicious transaction flows by modeling customers and accounts as interconnected 
nodes in a network [38]. 

The growing demand for transparency in financial AI has also led to the rise of Explainable 
and Trustworthy AI (XAI) systems, which make model decisions interpretable and auditable for 
regulators and compliance officers [39]. Furthermore, the integration of Big Data platforms, 
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Cloud Computing, and Blockchain technologies is enhancing the scalability, security, and 
traceability of AML operations [40]. These integrations support real-time transaction 
monitoring and immutable record keeping, reducing data tampering risks. Lastly, cross-border 
cooperation and regulatory harmonization—led by international organizations such as the 
Financial Action Task Force (FATF) and the International Monetary Fund (IMF)—are essential 
for combating transnational financial crimes. These emerging directions collectively signify a 
shift toward intelligent, collaborative, and globally coordinated AML systems capable of 
adapting to the rapidly evolving digital financial landscape [37–40]. 

 
Table 9. Emerging trends and future directions in AI-based AML systems. 

Emerging Trend Main 
Contribution / 
Application 

Key Benefits Ongoing 
Challenges 

References 

Federated 
Learning & 
Privacy-
Preserving AI 

Enables multi-
institutional 
model training 
without data 
exchange. 

Enhances 
collaboration and 
data privacy; 
supports GDPR 
compliance. 

Communication 
overhead; 
inconsistent data 
quality across 
institutions. 

[37] 

Graph Analytics 
& GNNs 

Models 
relationships 
between entities 
and transactions 
to detect hidden 
laundering 
networks. 

Identifies 
complex 
transaction 
patterns and 
cross-entity fraud 
rings. 

High 
computational 
cost; requires high-
quality relational 
data. 

[38] 

Explainable & 
Trustworthy AI 
(XAI) 

Provides 
interpretable 
insights into AI 
model predictions 
for regulators. 

Improves 
transparency, 
auditability, and 
regulatory trust. 

Balancing 
interpretability and 
accuracy; limited 
standardized 
frameworks. 

[39] 

Big Data, Cloud 
Computing & 
Blockchain 
Integration 

Enables large-
scale, real-time 
data processing 
and immutable 
record-keeping. 

Enhances 
scalability, 
traceability, and 
data security. 

Integration 
complexity; cost 
and energy 
efficiency issues. 

[40] 

Cross-border 
Cooperation & 
Regulatory 
Harmonization 

Promotes 
international 
coordination and 
information 
sharing among 
regulators. 

Strengthens 
global AML 
enforcement; 
improves 
oversight of 
transnational 
crimes. 

Legal, 
jurisdictional, and 
data-sharing 
barriers between 
countries. 

[37–40] 
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Table 9 summarizes the key technological and regulatory trends shaping the future of AI-

driven AML systems. Federated learning and privacy-preserving AI foster secure collaboration 
across financial institutions, while graph analytics enhances detection of complex laundering 
networks. Explainable AI ensures compliance transparency, and integration with big data, 
cloud, and blockchain platforms supports scalable real-time analysis. Finally, cross-border 
cooperation and regulatory harmonization remain critical for building globally coordinated AML 
infrastructures [37–40]. 

 
7. Conclusion and Recommendations 
This review has presented a comprehensive analysis of how data mining and artificial 

intelligence (AI) technologies are transforming banking risk management and anti-money 
laundering (AML) systems in the global financial sector. Traditional rule-based approaches, 
while useful for compliance, are increasingly inadequate for detecting sophisticated and rapidly 
evolving money-laundering schemes. In contrast, modern AI and machine learning methods—
such as classification algorithms, deep learning architectures, and hybrid ensemble systems—
offer scalable, data-driven, and adaptive solutions capable of identifying complex transactional 
patterns and anomalies. 

The review highlighted that advances in deep learning, particularly through Recurrent 
Neural Networks (RNNs), Long Short-Term Memory (LSTM) models, and Graph Neural 
Networks (GNNs), have greatly enhanced sequential and relational analysis in AML. However, 
challenges related to data privacy, model interpretability, and cross-institutional collaboration 
remain critical obstacles to widespread adoption. Emerging innovations, including federated 
learning, explainable AI (XAI), and blockchain integration, show strong potential to overcome 
these barriers by improving transparency, privacy, and scalability. 

Looking ahead, the successful deployment of AI in AML will require closer collaboration 
between regulators, financial institutions, and technology providers, supported by 
standardized frameworks for data sharing and model validation. By integrating advanced 
analytics with ethical and regulatory considerations, the financial sector can build more 
intelligent, transparent, and globally coordinated AML systems capable of protecting the 
integrity of the modern digital economy. 
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