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Abstract

The paper proposes an approach to processing information flows under the monitoring and control
of smart grid regimes, based on the creation of a new information technology infrastructure (IT
infrastructure) under the automated control of intelligent energy systems, designed to process the
information flows and improve their quality. A two level information technology is offered to
support decision making in controlling smart grid regimes. This technology integrates intelligent
tools for situation analysis and software systems for modeling and regime control. The use of IT
infrastructure allows to create a single information space, including data and knowledge as well as
a set of mathematical models and methods for solving electrical power engineering problems under
the active adaptive management.

Keywords: intelligent power system; IT infrastructure; information stream; mode control; models;
information quality.

AQILLI TARMOK REJIMLARINI KUZATISH VA BOSHQARISHDA AXBOROT OQIMLARINI QAYTA
ISHLASH

Mirzaahmedov Dilmurod Miradilovich
Toshkent davlat igtisodiyot universiteti katta o‘gituvchisi

Annotatsiya

Mazkur magola aqlli tarmoq rejimlarini kuzatish va boshgarish ostida axborot ogimlarini gayta
ishlash yondashuvini taklif etadi, bu yondashuv yangi axborot texnologiyalari infratuzilmasini (IT
infratuzilmasi) yaratish asosida qurilgan bo'lib, u aglli energetika tizimlarining avtomatlashtirilgan
boshgaruv ostida mo'ljallangan, axborot ogimlarini gayta ishlash va ularning sifatini yaxshilashga
garatilgan. Qaror gabul qgilishni go'llab-quvvatlash uchun ikki darajali axborot texnologiyasi taklif
etiladi, bu texnologiya vaziyatni tahlil gilish uchun aqlli vositalarni va rejimni boshqarish uchun
dasturiy tizimlarni birlashtiradi. IT infratuzilmasidan foydalanish orgali ma'lumotlar va bilimlar
hamda elektr energetika muammolarini hal gilish uchun matematik modellar va usullar to'plamini
0'z ichiga olgan yagona axborot maydonini yaratish imkonini beradi, bu esa faol moslashuvchan
boshgaruv ostida amalga oshiriladi.

Kalit so'zlar: aqglli energetika tizimi; IT infratuzilmasi; axborot oqimi; rejimni boshgarish; modellar;
axborot sifati.
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OBPABOTKA UH®OPMALMOHHbBLIX MOTOKOB NP MOHUTOPUHIE U YNPAB/IEHUA
PEXXMMAMMW YMHOM CETU

Mup3saaxmegos Auamypos Mupagunosuy
TawKeHMCKo20 20cy0apcmeeHH020 SKOHOMUYECKO20 yHU8epcumema

AHHOTaumA

B ctatbe npeanaraetca noaxon K obpabotke MHPOPMALMOHHBLIX MOTOKOB MPU MOHWUTOPUHIE M
ynpaBAeHUN pPeXMMaMW YMHOM CeTW, OCHOBAHHbLIA Ha CO34aHMM HOBOM MHPOPMALMOHHOM
TEeXHO/IorM4yeckon MHopacTpyKTypb! (IT-MHPPaACTPYKTYypbl) NOA aBTOMATU3MPOBAHHBIM KOHTPOIEM
NHTEeNNEKTYaNbHbIX IHEPTEeTUYECKUX CUCTEM, NPeaHA3HaYeHHON AN 06paboTKM MHPOPMALLMOHHbIX
NMOTOKOB M yNy4ylleHUs UX KayecTsa. [peanaraerca AByXypoBHEBasA MHPOPMALMOHHAA TEXHONOTUA
ANA NOAAEPXKKM MPUHATUA PEeeHUn B YNPaBNEHUN PEeXUMMaMM YMHOM ceTu. ITa TeXHONOorua
NHTErpupyeT MHTENNEKTYabHble MHCTPYMEHTbI A5 aHan3a CUTyaumMmn U NPOrpaMMHbIe CUCTEMDbI
ANA MOAENVNPOBAHNA U KOHTPONA pexuma. Micnonb3osaHue IT-MHPPaACTPYyKTypbl NO3BONAET CO34aTb
eamMHoe MHPOPMaLMOHHOE NPOCTPAHCTBO, BKAKOYalOWee AaHHble M 3HaHMA, a TakXe Habop
MaTeMaTUYeCKUX MogeNelt U MeTOA0B A/1A peLlleHnA NPpobaem 31eKTPOIHEPTETUKM NOS, aKTUBHBIM
a[anTUBHBIM YNpaBAeHUEM.

KnioueBble cnoBa: UWHTENNEKTyaNbHAA  dHepreTMyeckaa  cuctema;  IT-uHOpacTpyKTypa;
MHOOPMALMOHHDBIN NOTOK; KOHTPO/Ib PEXMMA; MOAENN; KaYeCcTBO MHPopMaLmu.

Introduction

Currently, there is an active development of a direction in the world called Smart Grid
(intelligent energy systems or intelligent electrical networks) - electrical energy systems
using new technologies in both power equipment and information technology, aimed at
improving technical and economic performance. The focus of specialists is primarily on
improving the technological infrastructure of the energy sector, without which the
implementation of modern information technologies is impossible. At the same time, the
development of a methodology and new information and telecommunication technologies
is necessary, which should become the basis for smart [8] energy systems. The paper
proposes an approach to processing information flows in the monitoring and management
of modes of intelligent energy systems, which involves the integration of information and
mathematical technologies and the use of international data standards.

Literature Analysis

Voropai, N.I. (2019): Voropai discusses the concept, state, and prospects of intelligent
power systems, emphasizing the need for advanced technologies to improve technical and
economic performance. He identifies a gap in the development of a methodological
framework that integrates modern information technologies into smart energy systems.

Massel, L.V. (2016): Massel explores the challenges of building intelligent and software
components of Smart Grid. He highlights the limitations of current IT offerings in this
segment and the reliance on expensive foreign developments, suggesting the need for high-
quality domestic developments and a reduction in dependency on foreign IT solutions for
energy cybersecurity.

Gurina, L.A. (2016): Gurina's work focuses on improving the quality of information
flows for mode management in electrical networks. She presents technological solutions to
enhance information flow quality, addressing the challenges of managing data streams in

1 9 Gnart grids.
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Gamm, A., Grishin, Y., Kolosok, I. (2017): This study discusses reducing the risk of
blackouts through improved state estimation based on SCADA and PMU data. It contributes
to understanding the importance of reliable data processing and risk management in smart
grid systems.

Kobets, B.B., Volkova, |.0. (2017): Kobets and Volkova discuss the innovative
development of power engineering based on the Smart Grid concept. They provide insights
into how innovative technologies and concepts can transform power systems, offering a
perspective on future developments in smart grids.

Massel, L.V., Abidov, D.A., Mirzaaxmedov, D. (2022): In their recent work, these
authors present an analytical model for assessing the reliability of the functioning of
adaptive switching nodes. Their focus on the reliability aspect adds a crucial dimension to
the discussion of efficient information processing in smart grids.

In contrast to the works reviewed, this article proposes a unique two-level information
technology approach that integrates intelligent tools for situation analysis with software
systems for modeling and regime control. It emphasizes the creation of a unified IT
infrastructure to enable efficient information processing, a gap not fully addressed in the
existing literature. This approach aims to enhance decision-making in controlling smart grid
regimes, contributing a novel perspective to the field.

Methodology

The methodology begins with the development of a new IT infrastructure for
Intelligent Energy Systems (IES), including intelligent, information, computing, and
telecommunications infrastructures.

This infrastructure aims to create a unified information space to enable efficient
information processing in smart grids.

Two-Level Information Technology:

A two-level information technology approach is proposed.

At the first level, intelligent technologies are used for qualitative analysis of situations
arising in IES.

The second level involves numerical calculations for situations determined by the
qualitative analysis, using adapted software complexes.

Application of CIM and CEP Models:

The Common Information Model (CIM) and Complex Event Processing (CEP) models
are integrated into the methodology.

These models are used for real-time processing of event streams and building complex
energy data models.

Classification of Information and Mathematical Models:

Information on power system mode parameters is classified into deterministic,
probabilistic, fuzzy, and interval-based groups.

Different mathematical models are applied depending on the type of information,
under conditions of active-adaptive control.

Quality Assessment of Information Flows:

A technology for improving the quality of information flows based on fuzzy set theory
is implemented.

The quality of measurement information is determined using a specific quality
criterion, and information is classified accordingly.
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Modeling and Simulation:

Modeling of power system operating modes, processes of changing operating
parameters, and state evaluation of the power system.

Simulation tests are conducted to assess the robustness of models in active-adaptive
power system control.

Empirical Validation:

The proposed models and methodologies are validated through empirical case studies
and real-world applications in smart grid systems.

The challenges of creating a Smart Grid. Smart Grid includes all the main traditional
components of power systems: generation, transmission and conversion of electrical
energy, as well as consumers, but with a qualitatively new technological level and
characterized by close interconnection. Smart Grid should provide an increase in the
reliability and cost-effectiveness of electricity production based on the use of modern high-
intelligence means of control and management, integration of renewable energy sources,
as well as distributed generation and energy storage, large-scale monitoring of modes and
their management using new tools and technologies [1].

The common problems of creating intelligent energy systems (IES) from the
perspective of information and communication technologies are as follows: 1) the need to
develop information and communication technologies that allow for the creation of
qualitatively new monitoring and control systems for energy systems; 2) a limited range of
offerings in this segment from IT vendors: solutions from foreign developers are quite
expensive, there are not enough high-quality domestic developments, or they simply do not
exist. In addition, reliance on foreign developers is not welcomed, as dependence on foreign
firms is one of the threats to the cybersecurity of IES [2].

At the current stage of electrification system intelligence, the most important issues
are the development of information technology infrastructure (IT infrastructure) in the
automated control systems (ACS), ensuring the construction of a multi-level management
system that takes into account the reliability, economy, and efficiency of power system
operation. In addition, the implementation of new systems for collecting, transmitting, and
processing streams of information will require the development of technologies and
methods for modeling the processes and events under study when managing the power
system. Therefore, the following tasks become relevant: 1) collection, transmission, and
processing of data streams; 2) development of new generation software complexes
(distributed, exchanging information or using common information resources); 3)
development of intelligent decision support components for power system operation [3].

IT infrastructure for power systems. To create and develop power systems, based on
the experience of the Institute of Energy Systems named after Chernyshevsky of the Siberian
Branch of the Russian Academy of Sciences [4-5], it is proposed to identify the following
main components in the IT infrastructure: intelligent infrastructure; information
infrastructure; computing infrastructure; telecommunications infrastructure. The
telecommunications infrastructure is built on generally accepted principles (for example,
similar to the telecommunications infrastructure of the data transmission network of the
Siberian Branch of the Russian Academy of Sciences), taking into account the requirements
of computer and information security. The intelligent infrastructure includes intelligent
components (for example, the aforementioned intelligent decision support components for
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power system operation). The information infrastructure includes technologies and tools for
describing, storing and processing data. The core of the information infrastructure is the
Repository, which stores metadata (descriptions of data flows, databases, data models,
etc.). The computing infrastructure integrates software complexes (for example, for
modeling [14] and managing power system operation). Automated energy management
systems can also be classified under this infrastructure.

"The elements of the IT infrastructure of dispatch control include:

Information collection and transmission system (ICTS);

Dispatch and technological management communication network;

Supervisory Control and Data Acquisition System (SCADA)[7];

Common Information Model (CIM);

Information display system;

Energy Management System (EMS);

Market Management System (MMS);

Transmission and Distribution Management System (DMS)."

The proposed approach to processing information flows for monitoring and
managing modes of power systems IES.

The term "information flow" refers to the set of measured process variables over a
certain period of time [6]. When monitoring and automating the modes of the power
system, analysis and processing of information flows are essential.

The CEP (Complex Event Processing) model [9] is proposed to be used for real-time
processing of a set of events from various sources (event streams) with the aim of detecting
significant events based on one or several event streams, or identifying a series of events
over a certain period of time. The CIM (Common Information Model) model, based on the
ODM and CIM data formats, allows building models of any complexity, which can then be
converted into any well-known energy data format or into any new data format using
additionally connected modules. ODM (Open Model for Exchanging Power System
Simulation Data) is an open model for exchanging data in power system modeling [14]. ODM
is an international open data exchange standard for modeling and calculating energy
systems, supporting dynamic calculations [10-11].

From the above, it is evident that there is a need for real-time processing of large
volumes of information of varying quality and the formation of such information flows that
would ensure the required accuracy of solving operational tasks. The scheme of processing
information flows during monitoring and control of modes in IES (Integrated Energy System)
is presented in Fig. 1.

Two-level technology for decision support in managing operating modes in
Integrated Energy Systems.

The proposed two-level information technology, shown in Fig. 2, in which:

on the first (upper) level, using intelligent technologies, a qualitative analysis of
situations arising in the IES (Integrated Energy System) will be performed;

on the second level, using adapted software complexes, numerical calculations are
carried out for situations determined with consideration of the qualitative analysis results.

As intellectual decision-making support technologies at the qualitative analysis stage,
it is proposed to primarily use ontological, cognitive, and event modeling technologies (these
technologies have been tested in the Energy Systems Institute of the Russian Academy of
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Sciences for energy security research, scientific prototypes of instrumental tools are
available, integrated within the intellectual IT environment) [12-13]. In the future, intelligent
technologies can be supplemented with artificial neural network technologies, fuzzy sets,
genetic algorithms, and wavelet analysis, depending on the properties of information flows
[14].

Classification of information and mathematical models for its description.

Information on the parameters of the mode is divided in [6] into 4 groups:
deterministic, probabilistic, fuzzy, and interval-based — for the possible application of various
mathematical models under the conditions of active-adaptive control of the power system
(Fig. 3). Deterministic information is based on regular cause-and-effect relationships and is
conditioned by numerically unambiguous assignments of equipment types, their
composition, and nominal parameters. Probabilistic

1M Model SCADA Selection of the
ode

data information

network tonologv

Formation of the information flow (vector of
operating variables) of the required volume

and quality
Evaluating the Modeling the Forecasting
state of the processes of power system
power svstem changing operating operating
Management

of modes of an
intelligent
power system

Fig. 1. General scheme of information processing flows in monitoring and management
of modes of the intelligent power system.
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Fig. 2. Two-level decision support information technology for managing modes in the
Integrated Energy System (IES)

Information describes the stochastic nature of mode parameter changes, as well as the
set of network elements corresponding to a given mode. Fuzzy information — the values of
mode parameters are described by membership functions of a fuzzy subset of their
variation. Interval information is typical for cases when only an approximate range of mode
parameter changes is known, formed by their minimum and maximum possible values.

As an example, the technology for improving the quality of information flows based on
fuzzy set theory is considered (Fig. 4).

The quality of measurement information is determined using a quality criterion [4]. To
do this, the entire information base is represented in the form of four sets:"

Arthe set of reliable values;

Ai—the set corresponding to the full volume of information;

Ay — the set corresponding to an incomplete volume of information;

Ay —the set of unreliable values.

To determine the completeness and reliability of information, ensuring the required
accuracy of mode management tasks, a threshold level a is introduced for fuzzy regions, the

guantitative value of which corresponds to the optimal parameters of information quality:

1
a = lnN*Z?LlﬂAiN(Ai) [ZIL'V=1 nuAiN(Ai)ln Z?]:l ﬂAiN(Ai) - ?’:1 :uAiN(Ai)]' (1)

where MAi"‘(Ai) - membership function for the i-th of the above sets.

The set of a-level is described as A, = {% € A, uy,~(A;) = a where
A; € A, Va € [0,1].
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The proposed quality criterion allows classifying information and applying those
mathematical models that provide the highest accuracy in its description.

Regime information

I I
Static Dynamic
| — Discrete
I | I
. . .y . Continuous
One-dimensional Multidimensional
— Quality
Stationary Non-stationary
— Quantitative

Fig. 3. Classification of mathematical models

SCADA data

\

Evaluation of information quality

¥

Selection of a mathematical model

\

Testing model robustness in active-adaptive power system

control

Fig. 4. Technology for improving the quality of information flows

Conclusion. In this work, an approach to the development of a new IT infrastructure
for Intelligent Energy Systems (IES) is proposed, which includes a unified information space
and, thus, creates prerequisites for constructing a multi-level management system for
intelligent power systems. It is proposed to expand the class of models used in solving power
engineering problems by including CEP and CIM models.

The proposed two-level information technology for decision-making support in IES
mode management is considered, integrating intelligent technologies and software
packages for modeling and mode management. A new scheme for processing information
flows of varying degrees of completeness and reliability in the management of power
systems modes is presented. A classification of information types about mode parameters
is provided, and the feasibility of using different mathematical models depending on the
quality of mode information is demonstrated.
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